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Corporate networks 
simplified
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Every company needs a data network, as well as specialists who design, install, 

administrate and maintain the network. Now this never-ending manual effort is a 

thing of the past. The management cloud of Rohde & Schwarz subsidiary LANCOM 

shows how even very large networks can be mainly administered automatically 

with minimal staff effort.

A router with a few access points is 
often sufficient for a small business, but 
the network structures of large com-
panies or chains can encompass sev-
eral thousand network components dis-
tributed over various locations. In the 
past, a lot of time and staff effort was 
required to install and maintain such 
networks. With smart cloud technol-
ogy, this is now significantly more effi-
cient, more reliable and more secure. 
If the gateways, routers, switches and 
hotspots are suitably prepared in the 
factory, large networks can be set up 
ready for operation as fast as the com-
ponents can be installed on site. The 
entire network logic is automatically 

administrator has central control over 
the network and all of its components, 
which may be located anywhere in the 
world.

Hierarchical procedure:  
network, locations, devices
The LMC planning tools are used to 
define a customer network step by 
step at the abstract level. The ques-
tion of which device types will ulti-
mately perform the network functions 
is initially irrelevant. For each customer, 
the administrator specifies a structure 
composed of subnets that can later be 
administered collectively with just a 

Fig. 1: Typical network structure of a chain store company administered over the LANCOM Management Cloud.

distributed to the hardware over the 
cloud (Fig. 1). The products from 
 LANCOM Systems are designed for this 
modern form of network administra-
tion. The company’s operating systems 
–  LANCOM Switch OS and LCOS – sup-
port software-defined networking via 
the management tool LANCOM Man-
agement Cloud (LMC).

The LMC is a cloud service for  LANCOM 
products provided to customers either 
directly by LANCOM or by its distrib-
utors. Network users and owners are 
fully relieved of the burden of techni-
cal support and can concentrate solely 
on their business activities. The network 
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few commands. For example, LAN and 
WAN functions can be administered 
separately, or subnets can be specified 
for different user groups and functions, 
such as telephony. An IP range is then 
assigned to the overall network, such as 
the address space of a class B network. 
It is automatically segmented and bro-
ken down to the locations once they are 
named. The LMC automatically handles 
restructuring, such as adding new loca-
tions, by completely reconfiguring the 
network if necessary in order to restore 
a uniform network appearance.

The next step is to configure the basic 
attributes of the subnets and to param-
eterize them. If, for example, all mem-
bers of a subnet need to be securely 
connected via a VPN, then VPN con-
nections are automatically set up 
between all locations where mem-
bers of this subnet are present. This 
is done in a way that achieves maxi-
mum security over every link segment, 
depending on the components that will 

PINs. They can then be assigned to the 
locations. This administrator’s work is 
now almost complete. The network 
more or less sets itself up: once the 
devices are physically connected, they 
automatically fetch their location-spe-
cific configurations from the LMC over 
the internet. Particularly with chain busi-
nesses, which may have several hun-
dred similarly equipped locations, this 
automatic process makes an enormous 
contribution to efficiency. However, the 
rolled-out configuration of each com-
ponent can be individually overwritten 
if an adaptation to special conditions is 
necessary. This is done by simply select-
ing and editing a component in the 
location plan.

Full transparency
Approximately 60 percent of the 
human cerebral cortex is involved in 
 perceiving, interpreting and responding 
to visual input. This explains the prefer-
ence for visualizing user interfaces and 

Fig. 2: WLAN net-

working can be 

planned conve-

niently with build-

ing floor plans. The 

expected coverage by 

the access points is 

displayed.

later be deployed there. Allocation of 
WLAN SSIDs for the routers, VLAN IDs 
for the switches and WLAN hotspot 
attributes can also be performed from a 
central location.

Once the network has been abstractly 
defined, it is then implemented, starting 
with the assignment of real locations. 
This is done by simply entering their 
postal addresses, with visualization 
handled by Google Maps. In the case of 
large networks with many components, 
it is advisable to visualize the local sit-
uation using building plans, which can 
be uploaded to the LMC (Fig. 2). These 
plans provide an overview, improve 
maintainability and help with the opti-
mal placement of WLAN components 
in particular.

Device selection comes only after the 
network architecture has been estab-
lished. All components to be used in the 
network are registered with the LMC 
using their serial numbers and cloud 
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information about complex systems as 
much as possible. The LMC is no excep-
tion to this rule. The administered net-
works, their components, status data 
and statistics are graphically processed 
at every level of detail and presented on 
dashboards, so that any desired infor-
mation is available within a few sec-
onds (Fig. 3). For example, the opera-
tional status of all VPN tunnels between 
the locations can be seen at a glance on 
the world map (Fig. 4). Devices without 
a password or with outdated firmware 
can be identified quickly. Furthermore, 
all kinds of useful statistics are available, 
such as throughput, error rates and user 
volume. Malfunctions trigger alerts and 
can be localized immediately. However, 
technical details are usually only of inter-
est to the administrator. To enable the 
customer to also keep an eye on their 
network, the project observer role is 
available in the LMC. The observer can 
view all dashboards, but cannot directly 
perform any actions. Other roles are allo-
cated permissions at various levels.

For networks of every size
One of the advantages of the  LANCOM 
Management Cloud is its  scalability. 

already using this service. One of 
them is the shoe chain RENO, whose 
300 German stores are networked with 
LANCOM technology (see the follow-
ing article).

(Red)

Fig. 3: The security 

dashboard indicates 

critical points in the 

network.

Fig. 4: Green means secure: all VPN tunnels are set up. Clicking on a location displays the connec-

tion details.

Network size and geographic distribu-
tion of the locations are not an issue. 
Large chains in particular benefit from 
automatic network rollout. A consider-
able number of such customers, includ-
ing several German retail chains, are 
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Network revolution gets off on the  
right foot
With software-defined networking, the shoe chain RENO makes its store network future-proof and saves 

massive amounts of time and money.

A customer pays with a debit card at the POS, while an 
employee handles a customer order online using a tablet. 
Stock levels and POS data are constantly synchronized with 
the control center in real time, and all phone calls are made 
with IP-based connections. To ensure smooth running of the 
many processes, which are often complex, and be prepared 
for future challenges, RENO has migrated its entire network 
infrastructure to software-defined networking over the cloud.

“There were many reasons for us to update our store net-
working, such as a migration to IP-based phone connections,” 
explains Matthias Schäfer, Director of Information Technology 
at Hamm Reno Group GmbH. The main objective of the shoe 
vendor, active across Europe, was to make their store  network 
future-proof. For high performance and failsafe connections, 
the majority of the more than 300 locations in  Germany will 
be linked over VDSL. WLAN will bring mobile applications 
to the stores and form the basis for an integrated omnichan-
nel approach. “For us, it was important right from the start to 
address these complex requirements with a network that can 
be easily and flexibly administered,” notes Schäfer.

The shoe chain found what it was looking for with the net-
work solutions provider LANCOM Systems. “We opted for 
the package consisting of VoIP routers, switches and WLAN, 
along with the LANCOM Management Cloud, a central, 
cloud-based entity for administration of all network compo-
nents,” says Oliver Kasper, Group Leader IT Infrastructure at 
Hamm Reno Group GmbH.

Automatic and smart rollout
The rollout of the store network was handled together with 
LANCOM and Diebold Nixdorf, one of the world’s leading 
specialists in retail technologies. The entire network is cen-
trally rolled out, administered and monitored via the  LANCOM 
Management Cloud. The administrator simply specifies the 
general conditions for the network design, and the system 
automatically implements all adaptations and changes. The 
hardware infrastructure in the stores is relatively simple. A 
single VoIP-capable router, a switch and one or two WLAN 
access points are all it takes to provide all the services.
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The POS systems are connected via the router to the control 
center,” explains Schäfer. “Electronic cash clearing, customer 
frequency measurement, tablet communications, employee 
time recording, all order handling processes and synchroni-
zation with the ERP system also run over the router. Addi-
tionally, there are maintenance access points and integration 
with alarm systems and electricity meters.” This also applies 
to telephony in the stores, which likewise runs over the router 
since the migration to IP-based phone connections. “Thanks 
to the new VoIP-capable hardware components, we were 
able to keep our existing analog phones and did not have any 
new CAPEX here,” notes Kasper. The router simply handles 
the conversion between analog and IP. The necessary fail-
safe backup is provided by an integrated LTE modem, which 
restores internet access over the mobile network in the event 
of a VDSL disturbance.

The store employees work with tablets that communicate 
with the internet and the corporate network over WLAN. “The 
WLAN supports the implementation of our omnichannel con-
cept and is an important prerequisite for the smooth opera-
tion of various processes,” says Schäfer. For example, cus-
tomers can order items online even if they are not available in 
the central warehouse but in stock at one of the stores. The 
order process is handled in the store via a tablet.

Massive time savings with a  
cloud-administered network
Using the LMC as a central management point simplifies 
many aspects of configuration and monitoring of the over-
all network. “The advantages of the management cloud are 
especially noticeable with previously time-consuming tasks 
such as firmware updates. This works for all locations with a 
single mouse click,” says Kasper. In addition, all performance 
data of each network component is displayed. This makes 
troubleshooting easier for administrators. As a result, prob-
lems are identified and resolved faster. The time savings are 
enormous. For example, in the past each router had to be 
individually updated for a firmware update. That took at least 
10 minutes per store, which works out at about 50 hours for 
300 stores. “With the new solution, that is reduced to a few 
mouse clicks and a few minutes. That’s a really big differ-
ence,” comments Kasper. “It means we certainly save several 
hundred hours per year,” adds Schäfer.

WLAN hotspots for customers based on the new agile net-
work are also planned. “We want to first get some experience 
with the new service in a few stores before rolling it out for 
the entire company,” says Schäfer. With the new network and 
the cloud management solution at their side, the shoe chain 
is confident that they are well equipped for this next step.

(Red)

Typical network components for a chain such as RENO (top to bottom):  

LANCOM 1793VA-4G router for VDSL transmission rates up to 300 Mbit/s 

with integrated LTE modem; LANCOM GS-2326P+ switch with 24  Gigabit 

Ethernet ports and two combo ports for networking of up to 26 devices; 

LANCOM LN-830acn dual wireless access point for simultaneous 

IEEE 802.11ac and 802.11n operation.
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