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Playing it safe –  
high-tech IT for police
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Cybersecurity



The police forces protecting the German states of Lower Saxony and Baden- 

Württemberg rely on security concepts from Rohde & Schwarz Cybersecurity to 

protect their mobile devices and workstation PCs against cyberattacks.

Mobile devices are becoming more attractive targets for 
cybercriminals due to their proliferation and the valuable data 
they can hold. The police are aware of this danger and have 
responded accordingly: instead of pulling up needed informa-
tion on a smartphone or tablet while out on patrol, it is usu-
ally obtained through voice communications via an operations 
center. Why? Security mechanisms on conventional mobile 
devices do not sufficiently protect sensitive data against mas-
sive attacks, such as zero-day exploits and advanced persis-
tent threats. 

Radio inquiries have many disadvantages
Radio inquiries via an operations center are time-consum-
ing for patrol officers and often lack the necessary accuracy. 
For example, a description has to be provided for any pho-
tographs. These calls also pose a security risk for the officer, 
who must move away from the suspect to place a phone call 
without disruption.

But there is a different, more up-to-date way. Since August 
2016, 500 special tablets from Rohde & Schwarz  Cybersecurity 
have been in use in Lower Saxony. These BizzTrust tablets 
give police officers secure access to the data on the police 
server from anywhere. Officer Dennis Karp from the Misburg 
police station, part of the Hanover police department, has 
this to say about the advantages of the new tablets: “When 
I use BizzTrust instead of calling the operations center, I see 
a photo directly on the tablet and can compare it against 
the person in front of me. That’s a huge time savings. Not to 
mention that BizzTrust also reduces the number of mistakes.” 
Another advantage: with BizzTrust, police officers can com-
pare the personal details while they are near the suspect, giv-
ing them added safety.

Security by separating business from personal
BizzTrust tablets, which are based on commercially avail-
able Android models from Sony, are protected by a hardened 
security kernel with especially strong security mechanisms. 
They provide additional protection by separating the device 
into an open domain and a restricted domain, allowing users 
to run apps from public app stores risk-free alongside official 
business apps. Fig. 1 shows the BizzTrust GUI.

The separation between business and personal also permits 
secure access to emails, contacts, calendar, intranet and 

Internet. In the business domain, the connection is set up via 
a secure virtual private network (VPN) tunnel. Access to exter-
nal websites is provided via the centralized authority firewall, 
which can filter out dangerous content. As a result, users in 
the Lower Saxony police force have access to all of the appli-
cations they need in their day-to-day work.

Enormous time savings
BizzTrust is especially useful when speed is of the essence. 
Officer Thomas Focke describes the following scenario: “We 
were performing a routine motor vehicle check. I had the 
impression that the driver was under the influence of intox-
icants. While checking the driver’s personal details with 
 BizzTrust, I was able to see that the driver had previously been 
arrested for drug possession. I was able to act immediately.”

For now, use of BizzTrust has been optional for officers in 
Lower Saxony. The BizzTrust tablets have been extremely well 
received, in part because the system is very easy to use. Offi-
cers find the exact same applications that they use on their 
computers in the office. “No training is needed for BizzTrust,” 
explains Inspector Steve Schuchardt, who oversees system 
integration. “But every device is assigned to a mentor who 
gives a brief introduction and then remains available for ques-
tions and problems. We think it’s important to keep a direct 
line open to support – we feel that it provides a high level of 
acceptance among users.”

Fig. 1: BizzTrust is based on com-

mercially available Sony Android 

devices. A special app on smart-

phones also allows encrypted 

phone calls.
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The tablets save officers an enormous amount of time. For-
merly, they had to take notes by hand and then type them 
up in the office in the evening, but now they can enter and 
upload their notes while on patrol. All of the forms they need 
are available on the device, and tedious after-hours paperwork 
is a thing of the past.

Two tablets are currently in use at each of the stations, but the 
plan is for every officer to have their own, personalized tab-
let in the future. The police force in Lower Saxony is also plan-
ning its own app store that will facilitate the distribution and 
updating of service apps.

Stronger protections in the office as well
To provide protection during web searches, the Baden- 
Württemberg police previously used only a few, isolated work-
stations. The law enforcement authority had also designed its 
own Linux-based access technology. This isolated web access 
was not an ideal solution. The problem? “The browser’s per-
formance was sub-par, and there was nothing we could do to 
improve it,” says Heiner Thierjung, from the Police Technology, 
Logistics and Service Presidium. “There were also constant 
bandwidth problems, poor print processing and no upload 
function. While we were fully protected in the real world, we 
were nearly incapacitated and without cover online.” A search 
for a replacement solution led to “Browser in the Box”.

Convenient, fully functional security
The police force was looking for an IT security solution that 
would provide unrestricted, user-friendly and reliable Internet 
access with the greatest possible protection. The solution had 
to be capable of supporting 5000 users simultaneously and 
also be deployable in both urban and rural areas.

Police IT planners initially considered a remote controlled 
browser system (ReCoBS). The security architecture of these 
types of systems ensures the desired level of protection. “But 
it quickly became clear that a centralized browser system in a 
separate DMZ-based terminal server farm would overwhelm 
the available technical resources,” says Sebastian Sieburg 
from the Baden-Württemberg IT State Authority (BITBW). “In 
addition, our data volume is so high that bandwidth would be 
severely limited.”

An escape-proof prison: Browser in the Box
Browser in the Box (Fig. 2) creates a virtual machine with a 
limited operating system and an encapsulated web browser 
(either Chrome or Firefox) on the workstation computer. This 
browser has access only to the virtual hardware. Malware such 
as viruses, Trojans and the like remains encapsulated in this 
environment and cannot infiltrate the local PC or the network.

Browser in the Box – developed on behalf of the German 
 Federal Office for Information Security (BSI) for federal 
authorities in Germany – is easily integrated into workaday life 
at police stations and is also easy to operate, even for users 
with little technical experience. When malicious code corrupts 
the browser, the virtual browser environment simply restarts. 
Data is exchanged with other applications via a buffer direc-
tory where downloaded files are temporarily stored while they 
are being scanned for malware.

Security by design
Both BizzTrust and Browser in the Box are based on the tech-
nological “security by design” approach, where data secu-
rity is integrated already during development into products 
intended for use by laypersons. The advantage? Instead of 
reacting to attacks – which is what antivirus programs do – 
these types of solutions proactively repel attacks, i.e. right 
from the start, they prevent unauthorized access to security-
relevant apps and data. 

IT security is a must for authorities and companies, but even 
private users have every reason to be careful on the web, and 
Rohde & Schwarz Cybersecurity can help them. The Browser 
in the Box security environment can be downloaded from the 
cybersecurity.rohde-schwarz.com website and used free of 
charge.
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Fig. 2: No training, no learning curve: Browser 

in the Box is available with either Chrome or 

Firefox.
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