
Automated oversight of  
complex radiomonitoring systems
Advanced radiomonitoring systems are made up of an ever increasing number of networked sensors, 

subsystems and IT components. This level of complexity poses the risk of failures and malfunctions going 

unnoticed and causing damage or critical system conditions. A new software product provides a solution.

Complex radiomonitoring and direction finding systems 
include a large number of components such as antennas, 
sensors, system devices, PCs / servers, software applications, 
databases, and infrastructure and network segments. Moni-
toring the operating states of these system elements is essen-
tial for maintaining effective monitoring / interception opera-
tions. A new member of the R&S®RAMON software family is 
designed for this job: the R&S®RA-CHM system status moni-
toring software. It monitors devices, system components and 
their operating parameters fully automatically, warns opera-
tors if components approach or reach critical operating states 
and assists maintenance personnel in fault diagnosis. 

This software is typically used with radiomonitoring systems 
that comprise numerous subsystems and are perhaps scat-
tered across multiple locations (Fig. 1). It is also ideal for mon-
itoring small unattended systems and sensors at remote loca-
tions. The primary function of R&S®RA-CHM is to monitor sys-
tem parameters by comparing their actual values with preset 
threshold values. This can include parameters such as: 
 ❙ Operating states (door contacts, temperature, humidity, 
smoke detectors, air pressure, fuel gauges, power supplies, 
servers, workstations)

 ❙ Storage media and databases (data volume of external and 
internal storage media, virtual memory capacity, database 
status information)

Fig. 1: The new R&S®RA-CHM system status monitoring software records the operating parameters of all components in large distributed radiomonitor-

ing systems, compares them with nominal values and triggers alarms when target values are not met.
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Fig. 2: R&S®RA-CHM main window with total system overview. The software can monitor up to several dozen components in large systems.

 ❙ Processor load (utilization of control computers, system 
servers, database servers)

 ❙ Network (e. g. accessibility of system components / 
IP addresses, network link loads)

 ❙ Equipment status information (operating status of receivers, 
direction finders, analysis systems, analysis of built-in test 
[BIT] results)

 ❙ System software status information (operating status of driv-
ers and processes) 

R&S®RA-CHM collects these parameters and stores them uni-
formly (Fig. 2).

When threshold values are either not reached or exceeded, 
the software generates acoustic and visual alarms at opera-
tor workstations. The operators get immediate access to the 
dedicated management interface of the affected component, 
enabling them to quickly perform in-depth error analysis and 
initiate troubleshooting. 

A central server application manages all data from LAN 
accessible devices and subsystems. R&S®RA-CHM accesses 
Rohde & Schwarz equipment via the appropriate device drivers. 
Third-party devices can be accessed via the standardized and 
widely used simple network management protocol (SNMP). 

R&S®RA-CHM permits centralized startup and shutdown of 
entire radiomonitoring systems – a feature easily accessi-
ble via a central menu item on the operator console during 
normal operation. There is also a fast shutdown function for 
when irregularities occur in crucial components (e. g. cooling 
unit) and proper shutdown is not possible or advisable. The 
system ensures that all critical components (e. g. database 
server) are disconnected from the network so as to prevent 
damage.
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Easy system setup
Depending on setup and system requirements, R&S®RA-CHM 
can be used as either a virtual server or independent hard-
ware server. Installing the software on dedicated hardware 
provides considerably more robust operating parameters 
such as temperature and contamination. This also makes 
it possible to start up and shut down the system indepen-
dently. Configuration is equally simple and flexible for both 
versions. During system integration, the information required 
for R&S®RA-CHM is extracted from the R&S®RAMON sys-
tem configuration tools and saved as a file. This system con-
figuration file can be easily read into the R&S®RA-CHM server 
via the management GUI. System software updates are per-
formed in the same way. The software also supports hierar-
chical system configurations in particular, so that even spa-
tially distributed systems with unattended remote stations can 
be monitored effectively. If errors occur, the configuration can 
simply be reloaded from the original configuration file to sig-
nificantly reduce downtime.

An extensive set of analysis tools, such as the visualization 
of measured values in time-sequence charts, helps system 
administrators carry out maintenance work and detect error 
bursts.

R&S®RA-CHM offers users different result displays. An icon 
on the Windows system tray provides an initial, basic indica-
tion of the system status. The various windows of the  console 
application provide a complete overview of the individual sub-
systems and their components as well as a system status 
overview (Fig. 3). This is particularly useful for spatially distrib-
uted systems with unattended, remotely controlled stations.

R&S®RA-CHM features detailed views for hardware compo-
nents such as PCs (Fig. 4). The data can be called up with 
restricted functionality via a web browser. This makes it pos-
sible to check the system status away from the operator 
workstation.

Fig. 3: System status overview. Realistic hardware views can be integrated into the software to give users fast visual orientation on system status.
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Fig. 4: Processor load behavior of an industrial intrasystem PC versus time.

Summary
Complex radiomonitoring systems require continuous mon-
itoring to ensure proper functionality and eliminate dis-
ruptions quickly, which makes automation sensible. And 
this is exactly what R&S®RA-CHM system status moni-
toring, a new software module in the R&S®RAMON fam-
ily,  delivers. R&S®RA-CHM records the operating parameters 

of all components, compares them with nominal values and 
triggers alarms when target values are not met. In addition 
to monitoring Rohde & Schwarz equipment, R&S®RA-CHM 
makes it possible to monitor devices and system components 
from third parties using the simple network management pro-
tocol (SNMP).

Guido Schwarzer
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