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The German National Library is one 

of the largest libraries in the world. 

The late Wilhelmine main building in 

Leipzig has had to be expanded four 

times. The last expansion was in 2011 

(glass facade on left in photo).
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Top-proof digital backbone  
to safeguard the nation’s 
heritage
The German National Library (DNB) collects all German-language publications and makes them available 

to the public. The DNB has two sites that regularly share large amounts of data and also have to protect 

personal user data. With this in mind, the library issued a nationwide call for bids to find a reliable IT secu-

rity solution – Rohde & Schwarz delivered that solution.

At each of its sites in Leipzig and Frankfurt, the German 
National Library (DNB) maintains a complete collection of all 
German and German-language media (books, newspapers, 
magazines, maps, music, sound recordings and electronic 
publications) released since 1913. German law mandates 
that two copies of works published in Germany be sent to 
the DNB unrequested and free of charge. Foreign media are 
acquired by receiving copies, through international exchange 
agreements and purchases. 

Both sites of the DNB maintain largely the same reference 
collection of German publications to ensure the integrity of 
Germany’s cultural heritage if, for example, a fire were to 
occur. This mutual safeguard is also in place for the library’s 
growing digitized collection. Better networking was needed 
to make data sharing between Frankfurt and Leipzig faster, 
secure and future-ready.

But the German National Library has to do more than sim-
ply ensure the security of its collections. It must also protect 
users’ sensitive data. Many of the library’s services are now 
available online, e. g. to order books and journals for the read-
ing room. Some of these services, such as WLAN login in the 
reading room, book orders and book reservations, are indi-
vidual-specific and require users to enter personal data. Addi-
tionally, some digital items such as electronic publications are 
under copyright and public access to them is restricted to the 
library’s reading rooms. All of this data is mirrored between 
the data centers of both sites, and these transmissions must 
be encrypted. “We are not only obliged to safeguard German 
publications,” says Peter Ratuschni, head of the network and 
data center at the German National Library. “We also have a 
duty to our users and employees to provide the best protec-
tion for their personal data.”

Easy management of millions of data records
The German National Library currently has around 30,000 reg-
istered users. Its holdings include some 27.9 million media 
publications, which it archives and makes available to inter-
ested parties. Current projects such as transferring the 
CD-based content of the German Music Archive in Leipzig to 
the archive system in Frankfurt are also increasing data traffic 
volumes. “Since almost all our workflows are now IT-based, 
we have to ensure smooth data traffic within the German 
National Library,” says Ratuschni. That is why redundant data 
links, high availability, failsafe performance and service played 
a decisive role when it came to selecting a supplier. 

Since only the solution from Rohde & Schwarz SIT GmbH 
was able to fulfill the technical requirements, the company 
won the tender together with HL komm, a telecommuni-
cations provider in Central Germany. The R&S®SITline ETH 
product family will protect the data traffic traveling over the 
DNB’s fiber-optic lines. “The solution from Rohde & Schwarz 
SIT is ideal, especially for very large data volumes,” says 
Gregor Türpe from HL komm. “It provides reliable encryp-
tion without hindering data traffic. This enables us to offer 
our customers increased security in addition to our tried and 
tested carrier services.”
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Fast and secure data-sharing
The R&S®SITLine ETH40G Ethernet encryptor with its world-
leading throughput rate of 40 Gbit/s and encryption latency 
of only three microseconds will safeguard critical data. The 
encryption solution will enable data to flow in realtime, ensur-
ing more than just transparent integration into data transmis-
sion paths. Subscriber equipment and users will also be unaf-
fected in terms of latency. Encryption takes place on the data 
link layer (OSI layer 2). This provides an additional advantage: 
security overhead is reduced by up to 40 % compared with 
IP encryption (OSI layer 3), thereby saving bandwidth. This 
makes the encryptor ideal for the German National Library. It 
offers protection against tapping and manipulation of trans-
mission lines without negatively impacting performance. 

The AES algorithm with a 256-bit key is used for  encryption. 
Two independent connections to the fiber-optic network, 
each with two transfer points, provide additional security. If 
the primary line fails, the data is automatically  transmitted 
via the secondary backup line, which is also protected by 
R&S®SITLine ETH encryptors.

Investment protection for rising data volumes
The R&S®SITLine ETH40G network encryptor is based on 
the platform architecture developed by Rohde & Schwarz SIT. 
This modular hardware and software architecture combines 
the advantages of high-security customized encryption solu-
tions and less expensive standard encryption solutions. 
State-of-the-art microelectronics reduces the space require-
ment to just 1 HU per encryptor, making it easy to meet the 
specification that the total modular package at each trans-
fer point take up no more than 5 HU in the server rack. The 
innovative platform concept offers another benefit. Crypto 
throughput can be modified via software upgrades without 
replacing hardware. The 1 Gbit/s bandwidth (2 × 500 Mbit/s 
per line) specified in the tender can be increased to 
40 Gbit/s per encryptor as needed without even taking the 
R&S®SITLine ETH out of the rack.

Made in Germany
Another benefit: the network encryptors from 
Rohde & Schwarz SIT have been approved by the German 
Federal Office for Information Security (BSI) for handling 
data classified as RESTRICTED and NATO RESTRICTED. 
The legal requirements for protecting personal data, includ-
ing those of the German IT Security Act, are met. “With 
Rohde & Schwarz SIT as an IT security partner to the German 
Federal Government, we as a public institution are on the safe 
side as far as legal data protection requirements go,” says 
Ratuschni. “That gives us security for the future as well.”

Rohde & Schwarz SIT, a 100 % subsidiary of Rohde & Schwarz, 
develops and manufactures its products in Germany. This has 
two advantages. First, it ensures fast, long-term availability of 
platform components and the products based on them. Sec-
ond, customers can rely on the high German data protec-
tion standards – an important advantage, especially when it 
comes to encryption equipment.

Christian Reschke

The German National Library sites in Frankfurt am Main (top) and Leipzig 

will be able to quickly synchronize their data pools in the future thanks to 

high-throughput encryption. (Photos: DNB).
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