
Ethernet encryption vs. IPsec encryption
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World’s fastest Ethernet encryptor  
ensures security without data bottlenecks
The R&S®SITLine ETH40G, the world’s first Ethernet encryptor to achieve 40 Gbit/s data throughput, 

provides secure realtime data transmission. With only 3 µs encryption latency, the encryptor is ideal for 

use in data centers and for video conferences, reliably protecting the transmitted data against espionage 

and manipulation.

The Big Data challenge
For companies and government authorities alike, the efficient 
use of huge data volumes (big data) is an issue that impacts 
competitiveness and entails major challenges. When trans-
mitting big data, it is especially important that proper secu-
rity is ensured without causing performance bottlenecks. 
A unique solution to this problem is now available from 
Rohde & Schwarz SIT GmbH: the R&S®SITLine ETH40G (Fig. 1). 
This Ethernet encryptor combines data security with top speed. 
It is the first in the world to support 40 Gbit/s data throughput.

Extremely high-speed encryption 
The R&S®SITLine ETH40G was developed specifically to sup-
port realtime, encrypted data transmission. The encryptor 
extends the R&S®SITLine ETH product line (see box on 
page 62) and is based on the new, universal platform archi-
tecture developed by Rohde & Schwarz SIT GmbH (page 58). 
It is the first encryptor to optimize the performance-critical 
characteristics of bandwidth, latency, quality of service, port 
density and energy consumption in a single box. Encryption 
is implemented on the data link layer (layer 2), which offers 
 additional benefits. Security overhead is reduced by up to 
40 percent compared to IP encryption (layer 3), saving band-
width (Fig. 2). The IP configuration of the network to be pro-
tected is not impacted, which can significantly reduce the 
workload for IT departments.

Fig. 2: Transmission performance of Ethernet encryption (layer 2) vs. IPsec 

encryption (layer 3). Using the ¸SITLine ETH for encryption has clear 

benefits, especially for applications with small packet sizes.

Fig. 1: Taking up just one height unit in a rack, the R&S®SITLine ETH40G performs low-latency encryption of up to four 10 Gigabit Ethernet lines.

This new encryptor class is especially ideal for data center 
operators and users, for use in backbone networks and for 
interconnecting sites within organizations. It offers protection 
in public and private networks without performance compro-
mises for users (Fig. 3).
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Automatic setup and operation of secure links

Hitachi Data Systems Deutschland GmbH, a subsidiary 
of the international electrical and mechanical engineering 
group Hitachi Ltd. (TSE: 6501), offers its network attached 
storage (NAS) systems together with R&S®SITLine ETH 
Ethernet encryptors (Fig. 4). As a result, data can be stored 
in encrypted format and also transmitted securely. The 
NAS system provides central storage capacity for unstruc-
tured data such as media files, Office files and e-mails. The 
Ethernet encryption that is used also saves resources. It 
generates up to 40 percent less additional data volume 
compared to other IP-based encryption solutions. In critical 
applications such as georedundant data center mirroring, 
the storage area network protocols benefit especially from 
the remarkable realtime characteristics of Rohde & Schwarz 

Hitachi Data Systems relies on encryption solutions from Rohde & Schwarz SIT GmbH

Fig. 4: Network attached storage from Hitachi with the 

R&S®SITLine ETH40G.

encryptors. Each data packet spends only 3 microsec-
onds in the R&S®SITLine ETH40G for secure encryption or 
decryption – in practice a barely measurable latency.

Fig. 3: The R&S®SITLine ETH is preconfigured before it is sent to the operating site. On startup, it automatically sets up encrypted layer 2 links via Fast 

Ethernet, 1 Gigabit Ethernet and 10 Gigabit Ethernet. The same applies to backup devices.
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Powerful encryption combined with conservative 
energy use
Strong algorithms are needed to reliably protect data transmis-
sion. For each data connection to be secured, a unique set of 
keys is generated and replaced at frequent intervals. The secu-
rity keys are based on true random numbers generated by a 
hardware-based random number generator certified in line 
with the Common Criteria evaluation assurance level 5 (EAL5). 

Advanced elliptic curve cryptography (Diffie-Hellman key 
exchange method) is used for mutual authentication between 
devices. Symmetric algorithms with a high key length in line 
with the Advanced Encryption Standard 256 are used to 
encrypt the transmitted data. 

The advanced electronic components used in Rohde & Schwarz 
T&M products ensure top efficiency, and purchasing syn-
ergies keep production costs low. The efficiency positively 
impacts power consumption. Despite the high processing 
power required for broadband encryption, the R&S®SITLine 
ETH40G consumes only 100 W, making its power dissipation 
negligible when planning data centers. 

Another important consideration for applications in data cen-
ters is extremely high availability. The R&S®SITLine ETH40G is 
optimized in this aspect as well. Parallel encryption lines and 
hot-swappable wear-and-tear parts (e. g. fans and power sup-
ply) ensure 99.9941 % availability – or theoretically a max-
imum of 31 minutes of downtime and maintenance time 
per year. In practice, even better values can be achieved. 
R&S®SITLine products with bandwidths up to 1 Gbit/s have 
been in continuous operation at Rohde & Schwarz since 2011 – 
with 100 % availability.

Christian Reschke

R&S®SITLine ETH Ethernet encryptors – 
a comprehensive product range
Besides the flagship, the R&S®SITLine ETH40G, the 
product range includes a number of other devices 
with bandwidths starting at 25 Mbit/s. These encryp-
tion devices make it easy to safeguard data commu-
nications. Except for the security parameters, no net-
work-specific configuration steps are required. The 
devices can be easily integrated into existing IT sys-
tems because security management and network man-
agement are separate and discrete. There is no need to 
adapt the network infrastructure, which can be a time-
consuming process. The R&S®SITLine ETH encryptors 
are ideal for more than just point-to-point connections, 
however. Their innovative group encryption can also 
be used to safeguard transmissions in fully meshed 
switched  networks. As a result, companies can safely 
distribute storage solutions to multiple geographically 
remote sites. It makes no difference whether the net-
works are implemented using private or public lines 
nor which data protection jurisdictions the lines pass 
through. Another benefit is that the encryptors operate 
fully autonomously since they perform mutual authenti-
cation without a central key server. These self-configur-
ing crypto connections ensure maximum availability of 
the security network. 

In addition to protecting internal data against attacks, 
companies also need to worry about theft of personal 
customer data and payment information due to the 
significant legal risks involved. The R&S®SITLine ETH 
encryptors provide effective protection in this area as 
well. Companies and governmental organizations have 
to be able to rely on the devices they use, especially 
when handling sensitive data. The network encryptors 
from Rohde & Schwarz SIT GmbH have been approved 
by the German Federal Office for Information Secu-
rity (BSI) for handling data classified as RESTRICTED 
and NATO RESTRICTED. Rohde & Schwarz SIT GmbH, 
a 100 % subsidiary of the family-run Rohde & Schwarz 
electronics group, develops and produces its products 
in Germany. Customers can rely on the high German 
data protection standards – a significant advantage, 
especially when using encryption equipment. 

For details on these products, visit 
www.sit.rohde-schwarz.com 
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