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Rohde and Schwarz group at a glance

1 History
Established 1933 in Munich, Germany

1 Type of enterprise
Independent family-owned company

1 Global presence
In over 70 countries, approx. 60 subsidiaries

1 Net revenue
EUR 1.92 billion (FY 15/16, July through June)

1 Export share
85 percent

1 Employees
10,000 worldwide, with approx. 6000 in Germany

1 Success
A leading international supplier in all of its fields of business
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R&S Business fields and Expertise— 4 technical pillars

ﬂ Test & Measurement Broadcasting/Video 2

3 Secure SIGINT, Signal é]-l

Communications and Monitoring and Signal
IT Security Location
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The internet of things challenges

Mobile Connected
devices | | Cars

The mobile industry and the "Internet of things" comprises many different areas...
... and many different devices...

Especially 0T platforms are most likely proprietary, as standardization is still in progress
and technical specifications are not yet ready for implementation.

COMPANY RESTRICTED
ROHDE&SCHWARZ EXA Summit Mobility 2017 4



Outlook:

&

ROHDE&SCHWARZ

Certification provides the
framework for regulatory and
operator specific requirements
ensuring economy of scale

Automotive will require
complete real-world test
scenarios and are in the need
for security solutions

Wireless

Cyber-
security

Automotive

Research & Integration &
Development Verification

Conformance Production

Broadcasting loT

Rohde & Schwarz is committed to support the industry with the solutions
needed to investigate, standardize, develop and implement autonomous driving.

EXA Summit Mobility 2017 5



How to connect Automotive and Wireless!

EMC Standards
for Vehicles and ESA
(Electronic Sub Assemblies)

ISO/ CISPR
USA Europe China
SAE 2004 /104 / EEC GB...

Car Manufacturers

GM 3097 VW TL PSAB21
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Japan @ IEEE
JASO ngmn
BMW GS95002
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Committees and Standards
for Mobile Communication and
Connectivity
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The Internet of Cars or the value of hyper-connected vehicles:
Use of several flavors of cellular loT

CUSTOMER'S CAR EXPIERENCE

Car Service
Diagnostics
2G/3G/4G = 5G 3G 2 eMTC, LoRa 2G = NB-loT, LoRa 3G/4G = eMTC 2G 4G

Map
Update
4G (eMBMS) = 5G 3G/4G = 5G

Cargo NS
Tracking ~~
2G = eMTC, LoRa @ L~ @ 4G, 802.11p = 56
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Secure Coexistence in a system: Many Tx & Rx!

GPS,/Galil=o,
Beidci, Glonass 802.14p
LTE, LTE-A

CAILIN, A((@ ,/ jj’/ :5 213G

— P Y J
FIexRay BroadR‘r&?r Wi, BI

) | SSars

" -;-( DY
LFMCW . fv v ) ...,ss -

FM Chirps v .. oS
DAB, XMSirius, iHD radio

‘ . DVB, ISDE/sDMB
, DTMB, CMMB, ATSC
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R&S test solutions for Automotive

GNSS / eCall

&S‘@SM BV -

R&S®TS9982

R&SCCMW

R&S®SMB100A
— =

R&S®BBA

L)

R&SPFSW

Complete EMC

measurement solutions.

Audio / Video / Infotainment

R&S®BTC

R&S®SFE100

R&S°CMW

b

m Evaluate the
quality of infotainment systems

Automotive Radar Solutions Car2Car / Car2X

R&SCFSW R&SCARTS

e
‘ggriﬁea&e@LDriver Assistance Systems

R&SCFSW

ROHDE&SCHWARZ
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Automotive Bus Systems

R&SCRTM R&S°RTH
—— z

Bus analysis with dedicated options

~ for CAN, BroadR-Reach,...




IT Risks - Cyberspace attacks

Examples

+++ NEWS +++ NEWS +++ NEWS +++ NEWS +++ NEWS +++ NEWS +++ NEWS +++ NEWS

DDOS attack by hijacked IP Mobile phone steals personal
cameras and baby phones... information...

Service Disruption Steal Information

+++ NEWS +++ NEWS +++ NEWS +++ NEWS +++ NEWS +++ NEWS +++ NEWS +++ NEWS

http://motherboard.vice.com/read/15-million-connected-cameras-ddos-botnet-brian-krebs/
https://www.kryptowire.com/adups_security_analysis.html
https://www.wired.com/2016/08/jeep-hackers-return-high-speed-steering-acceleration-

hacks/
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The connected car and who receives the Data

|OT delivers fast data streams from sensors and equipment

Driver assistence system

e.g. autonomous parking, driving
Garage/Manufacturer 7 =

~
()

e.g. remote maintenance, warning

D) Taxi, Car rental, Car sharinc

e.g. invoicing

Insurance company (((.
e.g. Pay as you drive, Police w

»)) Passenger
e.g. Entertainment, WLAN, Navigation

Garage/Manufacturer (@

e.g. remote maintenance, warning

_— : =) Infrastructure, Traffic contrc
. e.g. Messages, Toll, eCall, Ma
V2V \§ 9 g p

e.g. distance control, Collision warning,......
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Security Challenges
Automotive and New Verticals: How to Solve the Security Issues?

Take Steal Service Take Steal Service Take Steal Service Take Steal Service

Control  Information Disruption @ Control @ Information [ DiSruption Control  Information |DiSruption Control  Information | Disruption
e I I B
Door Locks Infotainment | Engine @ Door Locks Computers | Utilities Entrance  Project  [Production

Security Solutions at R&S

IP Traffic Monitoring End to End Encryption Next Generation Firewalls
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The Security Challenge:

The market moves forward, but security is not keeping pace

1 Generally ,Always-On“— in Automotive or the (I)IoT in general — holds significant security
challenges

Traditional manufacturers may become subject to cyberattacks

Legacy systems / networks (e.g. CAN)

No standardized solutions available (e.g. OneM2M platform not mature yet)

Update Cycles
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The loT Security Challenge:
There is a demand for innovative approaches

Strong evolution of the networks ‘ﬁ
(bandwidth, latency, # devices ...) g

But what about Security? Steal

information
NS/ Adding more security to legacy a (/:\
) . e
@ systems and protocols might be ‘r \.
- difficult

Infecf
devices

Disrupt

g Limitations of implementing Service

security on often unmanaged,
resource limited devices
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Cybersecurity Trends

Automotive Cybersecurity Market: Automotive Retail Cybersecurity Threats,
North America and Europe, 2015

OEMs

Connected vehicles are not the

Cybersecurity threats Privacy and Security
increase from OEMs to Regulatory Compliance only open area for hackers.
. o il Physical systems, applications,
dealerships as sensitive Product Liability ; ,
lrerer GaitEne and servers in the retail

data is passed through
various channels

environment should get equal
attention

Capabilities/Limitations

Dealerships

Interconnected nature of complex systems
connected between OEM and dealer will act as a key
link for hackers to exploit

* 1M+ employees working in US dealerships
» About 50,000+ franchise dealerships in Europe and the United States

» 50+ Dealer System Providers in the United States and the European Union

T P P

Personal detailsg
data : data i andfinancial :
: : data

*, : 3 . H :
I NN IS SN SN NSNS SSNSSES NSNS SENSNNSENSSENENNNNSNNNSNNNSNNNNNNSNNNNNSSNENSNNSSENSNESNENSOEEEENNEEEEEER
Snnrra” Fract & Qnllivan

Customer Vehicle Service Supplier details
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What we see:

I The OTA connection is one of the most-used entry points - It needs
isolated security that works even when cars & platforms are compromised

I Networks within cars are often ,,Full-Trust“-Domains and therefore lacking
functionalities to guarantee confidentiality, integrity & authenticity

I Network analytics & protection helps to reach this security goals

OEM Carriers & loT Platform Providers

. v ‘/

Embedded DPI Traffic Analytics Firewalls for the loT

ROHDE&SCHWARZ EXA Summit Mobility 2017 16



The consequent implementation of the
Zero-Trust model requires verification of Things

Make Things
secure by design

Verify Things
before connecting

Protect Things
against infection

|dentify
infected Things
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OTA Test solution: Verify and test before connecting:
Identification of potential I[P connection vulnerabilities

Application & IP Connection details

. . , Internet
incl. end point geolocation

Analysis of encrypted/unencrypted traffic
(strength, certification details)

Clear text keyword matching
analysis in IP stream

IP port analysis of device under test
(TCP/UDP open port scan)

R&S®CMW500
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Secured Communication - Solutions

Maintenance

Front distribution
ADAS ECU

IR L

o
(((‘))) (((-))) (((-))) _@k *

External Surfaces

Camera

ETHERNET
Body Domain
Gateway ECU

Factory
* Netreporter / Sensor

« DPI

«  DenyAll

» Specialised Firewall
« T.O.M.

*  Trusted Desktop

ROHDE&SCHWARZ

Infotainment
Head Unit ECU

* DPI: NR/NS

* L2 Encyptors

* Trusted Desktop
* DenyAll

* Firewalls

Rear distribution
Amplifier ECU

Camera

) “
/A

(LTE WLAN, BT, Radar, DSRC)
NR / NS

* |POQUE Probes

» Secure Connection

* DenyAll — Web apps

* Browser in the Box

Internal buses

(CAN, LIN, Ethernet, OBD)
« NR/NS

« Secure Connection

« Secure Boot

+ Virtualisation)

* Encryption

* Trusted disk
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Securing the in-car communication

Solution Summary

1 Use virtual LAN's to segment the
Network according to security levels
1 Central in-car firewall inspects
ALL communication between
those segments
1 Firewall increases security through:

1. Blocking of unwanted
connections & messages

2. Enforce & validate encryption,
authentification
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’

A

\

Driver Assistance

r

Body Electronics

Powertrain

elematics

Firewall
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We are an experienced partner in all parts of the process chain of
the wireless communications industry..

Standardization Chipset Infrastructure Device Network

bodies manufactures suppliers manufactures operators

.ﬁ@ @GCF QUALCOMM (intel‘) ERICSSON 2 W @ LG
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