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What is the Internet Of Things,

or loT?
According to Wikipedia. . ..

The Internet of things is the network of physical
devices, vehicles, home appliances, and other items
embedded with electronics, software, sensors,
actuators, and network connectivity which enable
these objects to connect and exchange data.
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loT will impact everyday life
by connecting many things to
the Internet

loT will impact all industries and ultimately everyone’s
daily life. Currently, things such as containers, street
lights, trash cans, trees and cows are already
connected to the Internet. Many new markets are
evolving, such as smart homes, connected cars, smart
grids and smart healthcare; we can only imagine what
will be connected in the near future.

Wearables Smart Homes Smart Cities Healthcare
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By 2023: ~20 Billion
Connected loT Devices

20

Billion

2017 2023 CAGR

Cellular WAN

"0f the 3.5 billion cellular loT connections forecast for 2023,
North East Asia is anticipated to account for 2.2 billion.
VoLTE support in Cat-M1-capable Internet of Things (loT)
chipsets, devices and network infrastructure is starting to be
commercialized, and new use cases are being explored."

- Source: Ericsson Mobility Report June 2018
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Communication Modules are
just an enabler of the loT

Revenue Opportunities
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Source: Habor Research loT market forecast
https://s3.amazonaws.com/postscapes/loT-Har-
bor-Postscapes-Infographic.pdf
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48 Mobile loT Commercial
Networks are launched.
Another 50 networks are
under planning.
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A diverse range of loT
deployment requirements

Large # Reliable
of devices & Secure
Spontan Delay
icati Sensitive

(<10 ms)

Machine
Originated Transmission
Only

3GPPyrc: CN Overload Control
3GPPyrc: Signalling Reduction
GSMA:White SIMs
ETSI: M2M Service Layer
Weightless: ZeroG
WiFi: 802.1 Ip (Car2C)
‘WiFi: 802.11ah (<IGHz)

'WiFi: 802.1 lad (60 GHz)
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What are the key loT
communication technologies
connecting billions of devices?

Wireless PAN/LAN
Bluetooth, Zigbee, Thread, WiFi

Wireless WAN (2G/3G/4G)
GSM, CDMA, UMTS, LTE

Low Power WAN
Sigfox, Weighless, LoRa, NB-loT

. OTHER technologies
26/3 Satellite, DSL, Fiber, PLC

At the present time, there are already billions of
devices connected to the Internet by quite, mature
wireless technologies like Bluetooth, ZigBee, WiFi, or
cellular technologies of the 2nd and 3rd generation.
Due to the growing demand for low cost connectivity,
the loT industry is developing and deploying multiple
new technologies that are optimized for this specific
need.
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The majority of loT devices will
use wireless technologies in
un-licensed frequency bands

Some applications that require global coverage and/or
mobility will use cellular technologies, but the
majority of loT devices will use non-cellular
technologies' sharing frequencies in unlicensed bands
to communicate with each other and with loT
applications in the cloud.
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Technologies versus deployment
range

802.11 a/b/g/n/ac/ax
Bluetooth 5

ZigBee/Thread

Blustooth LE ZigBee (HAN)
ANT/ANT+ WI-SUN (FAN)
Wireless M-Bus
Dash?

802165 @ GpRS/EC-GSM
LTEM

NB-loT
56 (uRLLC, mMTC)

neighbor area

wide area networks

The expectations on reliability, performance, quality
of experience and longtime availability are extremely
high and connectivity is a critical success factor.
However, loT applications have a wide variety of
requirements depending on their end use. This may
include data rates, range, power usage, frequency of
communication and more.

Internet of Things (loT) Pocket Guide
www.rohde-schwarz-usa.com/internet-of-things

"



Many technologies are being
implemented and considered for
loT applications

ANT+

Bluetooth (Multiple versions)
C-V2X (Vehicle comms)
EC-GPRS

EnOcean

HaLow (Wi-Fi version 802.11ah)
Ingenu

ISA 100.11a

LoRaWAN

LTE MTC Cat 0 (cellular)

LTE eMTC Cat M (cellular)
MiWi

NB-loT

NFC (Near Field Comms)
Positive Train Control Wi-SUN

Sigfox Wi-Fi (Multiple versions)
Telensa WiGig (802.11ad)
Thread WiMAX

WAVE (802.11p or DSRC) WirelessHART
Weightless (N, P, W) ZigBee
White Space ( 802.11af)  Z-Wave
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Considerations for determining
which technology best fits your
application

1. What is the maximum range of a link?

2. What is the maximum data rate used in the

application?

3. Is power consumption an issue?

4. What is the frequency band of operation?

5. How many nodes are to be used? Is a large network

needed?

6. What other wireless services/devices are nearby

that could cause interference?

7. Are licensing and certification required to use the

standard?

8. Are chips and/or modules available from multiple

vendors?

9. Are related connections such as cellular services

needed?

10. Are reference designs, development kits, and other
design support available?

11. Is your application unique? Maybe you do need to
create your own standard with RF in one of the
ISM bands with a protocol optimized for your use
cases.

12. How big a factor is cost to develop, deploy, and
maintain?
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Bluetooth Smart will dominate
the loT market for wearables,
while trying to address the
smart home market

Forecast of Bluetooth shipments

3.08n -
c.g. phanes

© Bustooti

|

—
W13 2014 2015 2016 017 2018

2.08n |

" g beacons

1.0 Bn

e.g wearables

0.0 Bn

aurte AR Hesasnch

While the power-efficiency of Bluetooth Smart makes it
perfect for devices needing to run off a tiny battery for
long periods, the magic of Bluetooth Smart is its ability to
work with smartphones or tablets. Smart Mesh enables
smart locks, lights, HVAC systems, and even appliances
work together to deliver a seamless smart home.
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Bluetooth SIG releases loT
enhancements

Speed

100% improvement for

low latency
applications

Gateway

Connecting devices
directly to the cloud

Direction
Extended capabilities
of beacons for
positioning
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Bluetooth Classic and
Bluetooth Smart

LR

Bluetooth Classic (BR+EDR)

A2 0Q

Bluetooth Smart (BLE)

2 400 2 420 2 440 2 460 2 480 MHz

To avoid interference with other devices, there are 79 1
MHz channels in Classic Bluetooth, which hop at a rate
of 1600 hops per second. The hopping algorithm excludes
channels that have high interference. Bluetooth Smart
has 40 2-MHz channels, including three fixed advertising
channels.
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Bluetooth Classic and
Bluetooth Smart

* 2.4 GHz ISM band 8 BIuetOOth.

« 1 Msymbol/s using GFSK modulation
EDR: Data modultation 11/4-DQPSK / 8DPSK

* 79 Channels on | MHz spacing

« Frequency Hopping (1600 hops/s)

* Voice support

= FEC

* 2.4 GHz ISM band

« 1 Msymbol/s using GFSK modulation
* 40 Channels on 2 MHz spacing

« 3 advertising channel

« Frequency Hopping (37 channel)

= CRC
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Wi-Fi adoption beyond Local
Area Networks

S

5\ Room/Desk
%) Area Network

Local Area

"’)) Networks

LSRN M2M& loT
1)) BANPANIRAN
@Bino))) Vehicle Networks

WifFi is the leading wireless technology for local area
networks. The standards body is defining new capabilities
to support the demand for long range and low power
operations for loT and M2M communications markets.
These new WiFi technologies offer different approaches
to WiFi that could enable some entirely new device
classes.
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Wi-Fi is used for several loT
applications, especially in smart
home and smart office
environments today

[ [ so211a [ sozims 802.11g 802.11n | 802.Ilac

Frequency 5GHz 24 GHz 24 GHz 24/5GHz 5GHz
Channel 20 MHz 20 MHz 20 MHz 20MHz, 40 20/40/80/160
bandwidth MHz MHz,
Spatial streams | 1 | 4 8
Max.Datarate 54 Mbps 11 Mbps 54 Mbps 600 Mbps. 1331 Mbps
System  OFDM DSSS OFDM, DSSS OFDM, MIMO-OFDM,

OFDMA

The initial launch of the 802.11 WiFi standard was in
1997. In addition to speed improvements, 802.11n
introduced the first optional use of the 5GHz band,
offering a less cluttered frequency band. 802.11n also
introduced the first use of MIMO antennas for higher
parallel throughput. The newer 802.11ac standard was
designed to dramatically increase the speed of data
transfers. This is the first standard to offer speeds that
can reach 1 Ghit/s and it runs solely on the less cluttered
5 GHz band.
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Wi-Fi HaLow

Long range Low power Large number igh Greenfield
operation consumption er throughput operation
compared to
e.g ZigBee

‘Wearables

The 802.11ah standard, known as HaLow, was developed
as a lower power WiFi solution and is designed to cover
a range of up to 1 kilometer. HaLow will enable a variety
of new power-efficient use cases in the smart home,
connected car, digital healthcare, as well as industrial,
retail, agriculture, and smart city environments.
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Wi-Fi HaLow
Operates in sub 1 GHz license-
exempt band
Support of 1 & 2 MHz channels
IS mandatory

902N 928 MHz

916.5MM927.5 Mz

51759235 Mz

asass 920925 Mz

800 MHz 900 MHz

HalLow achieves the greater coverage by transmitting at
900 MHz. It supports multiple channel bandwidths from
16 MHz channels, for high data throughput, down to 1
MHz, for extended coverage at lower data rate.

At these long ranges HaLow will only be able to transmit
data at speeds between 100 Kbit/s and 40 Mbit/s,
making it slower than most existing home networks.
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Wi-Fi HaLow

802.11ah in a nutshell

scalable - long range - low power
network

802.11ah PHY Layer

I Operates in sub 1 GHz license-exempt bands

I Essentially 10-times down-clocked version of
802.11ac (max. data rate 340 Mbps)

I Defines 2 MHz, 4 MHz, 8 MHz, and 16 MHz
channels and a 1 MHz channel for extended
coverage

I For = 2 MHz modes, the PHY layer is exactly
designed based on 10 times down-clocking
of 802.11ac’s PHY layer: techniques like
OFDM, MIMQ, DL MU-MIMO, MCSs have
been adopted

11 MHz channel supports additional scheme
for extend transmission range by 2x symbol
repetition (MCS10)
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Wi-Fi HaLow

802.11ah in a nutshell

scalable - long range - low power
network

802.11ah MAC Layer

I Support large number of stations ( 8191) by
introducing a hierarchical AlD structure

I Power saving mode optimized for a large
number of stations in power saving mode

I Improved channel access mechanisms by
introducing Target Wakeup Times (TWT) and
restricted access windows (RAW)

I Throughput enhancements by reducing
protocol overhead
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LR-WPAN
For smart home, smart buildings
and more

i ISA WirelessHART
€ tisee PHREAD G EISA
6LoWPAN, DTLS, HART

y y Upper data link ISA100
802.15.4 MAC 802,154 MAC Crrede HART TDMA - hoping
1EEE 802.15.4 1EEE 802.15.4 1EEE 802.15.4 IEEE 802.15.4
2.4 GHz + O-QPSK 2.4 GHz + O-QPSK 2.4 GHz + O-QPSK 2.4 GHz + O-QPSK

802.15.4 is one of the more successful standards for low
data rate wireless personal area networks (LR-WPANS.)
802.15.4 was developed for low-cost, low-speed
communications between devices at a limited range
(10-30m) and a maximum data rate of 250 kbps. This
physical layer technology is ideal for low data rates, low
complexity and long battery life applications, such as
industrial and commercial sensors and actuator devices.
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802.15.4: 2.4 GHz ISM Band
¢ 16 Channels ¢ 0-QPSK ¢
250kbps

Bits (4) to ‘Symbol to 0-QPSK. 7
olofo[o Symbol cnp 62 s, S
250 kbit /s [AARARACN 625 kSym's [RRALRoN 2 Mchipls </

0 e
B 11011001110000110101001000101110,, Q

o, U
RANNANNE i ARNAYAYE
|
Q 1

VARVARVAVARVAVAVERY)
N/ N/ 1 1 1 o f
g o/\g TAVAVAVARY

802.15.4 operates in the unlicensed spectrum

depending on the country: 1 channel in the 868\MHz band
for Europe, 10 channels in the 915MHz ISM band for
North America and 16 channels in the 2.4 MHz ISM band
worldwide. It defines the channel bandwidth at 5MHz
and at the 2.4GHz ISM band, 802.15.4 specifies the use
of Direct Sequence Spread Spectrum and uses the Offset
Quadrature Phase Shift (0-QPSK) modulation scheme.
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IEEE 802.15.4 - used in Home
Area Networks (esp. Smart
Metering & Home Control)

60% CAGR annual chip shipment

1000 Mill
800 Mill
_ —802.15.4
600 Mill —Zighee
400 Mill
200 Mill
0 mMill -~ \ \
Year

| ZigBee | 6LoOWPAN | V\;:f;f;‘s |

802.15.4 (L1/L2)

Internet of Things (loT) Pocket Guide
www.rohde-schwarz-usa.com/internet-of-things 26




ZigBee Technology Facts
Reliable, Low Power, Cost
Effective

@@

l|gBee ; Tn.m
Enarmi
nghl
REIEH Bul :Ilnq

Meshed Network of thousands of devices
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N v
- v
Va
> . Router
V. . 4
h

End Device
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ZigBee Technology Facts
Reliable, Low Power, Cost
Effective

Applications

ZigBee Application Layer
868 MHz/1Ch.; Europe
ZigBee Network Layer BPSK 20kbps
868.3 MHz

IEEE 802.15.4 MAC -
915 MHz/10 Ch.; Americas;

IEEE 802.15.4 | IEEE 802.15.4 |l M““M“ 40kbps
868/915 MHz 2400 MHz vy
2.4 GHz/16 Ch.; World; OQPSK; 250 kbps

2405 MHz 2480 MHz
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Low Power Wide Area Networks:
Low cost, battery powered
devices and strong propagation

Forecast of Low Power WAN connected Devices
4Bn

m=—— |ndustrial

[- Utilities

3Bn
Smart Buildings|
2Bn
I Smart Cities
Agriculture
I Bn

Consumer

Logistics

0Bn
2015 2016 2017 2018 2019 2020 2021 2022 2023

LoRa

Source:Analysis Mason 2015

SIGFOX

One network A billion dreams

eeHTiesss YIGENU
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The SIX L's characterizing
LP-WANs

10-dollar devices capable of 10 km range with 10-year
battery lifetime

~
Low Power
@ Battery powered devices requiring
10+ years lifetime
J
Low Cost h
Communication modules for 5 dollars
and even less
J
Long Range h
Covering large areas with low number
of base stations
J
Large Scale h
Several thousands of devices per
gateway or base station )
Low Throughput D
From 100 bps to some few kbps: short
message once per hour/day/week...
N A
Low Responsiveness
Relaxed requirements regarding
responsiveness of a device )
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LP-WAN (unlicensed)
The new kids on the block

SIGFOX "l 5 UNGENU
T T
EEEELE] 868 MHz (ETS) 868 MHz (ETSI) 868 MHz (ETSI)
915 MHz (FCC) 915 MHz (FCC) 915 MHz (FCC)
2 400 MHz. 2 400 MHz.

Ultra Narrow Band FM chirped Ultra Narrow Band Random Phase
DBPSK/2GSK spread spectrum DBPSK Multiple Access

100Hz/600Hz 12512501500 kiz 200 Hz 1 MHz
Sigfox Semtech nWave Ingenu
621 miles 12.4 miles 2KM 300 square miles

Data Rates 624 kbitls /| 156
wuDL) 100bps 50Kpbs. ~2.5kbps — 16Mbps by

Technology
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SIGFOX

f—192kHz 7

Object [ 5 II
(Sensor) EED -

Station |

Tx Power:
<25 mW (14 dBm)

Rx Sensitivity:
=142 dBm

The SIGFOX technology is aimed at low cost
machine-to-machine application areas, where wide area
coverage is required. SIGFOX uses the 915GHz ISM band
in the US, with its patented Ultra Narrow Band (UNB)
technology. UNB enables very low transmitter power
levels to be used while still being able to maintain a
robust data connection. With the SIGFOX protocol, the
device is only allowed to receive data just after a packet
is transmitted, otherwise the device receiver is turned off
in order to conserve battery life.
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Receiver D.

Recsiter Delay? Receiver Dely!

'Rxslot I RXs
Ping Period,
1,128 se0]

n Peiod (1

$

i i
Recsier 0.1

Recelver Deay?

when transmitting.

One of the major advantages of LoRa is the technology’s
long range capability. A single LoRa gateway or base
station is capable of covering an entire city or hundreds
of square kilometers, however this highly depends on the
environment or obstruction in a given location. As with
SIGFOX, LoRa operates in the 915 MHz ISM band in the
US and also has a physical layer developed by

Semtec. The physical layer uses a proprietary chirp
spread spectrum modulation technique where the
frequency increases or decreases over a certain amount
of time to encode information.
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Wireless WAN (3G/4G/5G)
Long-term availability with LTE-M
& NB-10T

Number of cellular M2M Connections

35Bn 3280~
3,0Bn
2,5Bn
2,0Bn — -
o ==
10BN I —] 36
058n fﬁf-f-f-f-

pop N N N N

Source Cisco VNI Mobile 2016

I Cellular M2M connectivity still dominated by 2/3G
technologies

I Increasing global 4G coverage makes LTE to an
attractive alternative to 2G/3G especially considering the
long term perspective of 2G networks.

I Availability of M2M optimized LTE only chipsets

I LTE-M and NB-I0T opens opportunities in new markets
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Where are we today?

3GPP Cellular loT addresses the
loT/LPWAN market with LTE-M
and NB-10T

LTE (Cat-1...Cat-4) LTE-M (Cat-M1) NB-loT (Cat-NB1)

| High performance | Low complexity Low complexity
| Low power Extreme low power
| Moderate latency Delay tolerant
| VoLTE support High coverage

@@%ﬁﬁ%@a

Scaling up n performance and mabilty Scaling down in complexity and power

| Seamless mobility
| Global coverage

3GPP has been working on new requirements to support
Machine Type Communications (MTC) for LTE. The goal
for these new 3GPP MTC requirements is to provide cost
effective connectivity to billions of 1oT/M2M devices
which require very low power consumption and excellent
coverage.

Internet of Things (loT) Pocket Guide
www.rohde-schwarz-usa.com/internet-of-things 35



Evolution of Cellular loT (C-loT)

eURLLC >
& V2x & lloT URLLC

2015 2016 2017 2018 2019 2020

Internet of Things (loT) Pocket Guide
www.rohde-schwarz-usa.com/internet-of-things



Rel. 12: New Category 0

- For low complexity UEs

Cat 1 (Rel-8) Cat-0 (Rel-12)

Downlink Peak Rate 10 Mbps 1 Mbps
Uplink Peak Rate 5 Mbps 1 Mbps
UE RF Chains 2 1
Duplex Mode Full duplex Half duplex (opt)
UE Receiver
bandwidth 20 MHz 20 MHz
Max UE Transmit 23 dBm 23 dBm
Power
# soft channel bits 250 368 25344
max TBS for PMCH 10 296 4584
MIMO Layer 1 1
Highest DL
Modulation 640AM 640AM
Highest UL
Modulation 160AM 160AM
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Rel. 12: Power saving mode for
UE that can accept long latency
for terminating data

PSM Mode: UE remains registered with the network and
there is no need to re-attach or re-establish PDN
connections — saves power, but UE isn't reachable in
PSM Node

[RAG Connection Raicass

relative power cnsum,

Power Saving Made {P5HM)

T34 1 _
T2412 (TA Update Timeri LE cata
— svalable

UE request an Active Time value (T3324) during every
Attach / TAU Request. Network confirms usage of PSM
by allocating an Active Time value to the UE
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Rel. 13: Enabling extended
battery life, reduced data
transmission to a minimum
(I-eDRX)

. inactive inactive ——_|

DRX /Paging €DRX /Paging

1 §S||||||||||§S| 1 |§S

DRX Cycle <2.56 sec @DRX (minutes or hours)

For devices with infrequent uplink data transmission,
energy consumption can be reduced significantly by
longer cycles for discontinuous reception (DRX).
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Rel. 13: NB-loT - even more
'streamlined' than cat-M1

Objectives

I Improved indoor coverage: extended coverage of 20 dB

1 Support of massive number of low throughput devices
e.g. 40 MTC devices per household

1 Reduced complexity

1 Things that cost less than a 2G device

I Improved power efficiency: more than 10 year battery
life time

I Relaxed Delay characteristics: ~10 sec.
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Rel. 13: Narrowband loT
(standardization ongoing)

In-Band Operation Guard-band Operation Standalone oparation
= = = =
2 (& = &
S iz e Z 3
LTE Carrier LTE Carrier e.g GSM Carriers

MTC features like Power Save Mode (PSM), extended
DRX (eDRX) cycle are valid.
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Rel. 13: Narrowband loT
(standardization ongoing)

The Uplink and Downlink total transmission bandwidth
is 180 kHz

Downlink: OFDM with 15 kHz sub-carrier spacing. Same
subcarrier spacing, OFDM symbol duration, slot format,
slot duration, and subframe duration as LTE

Uplink: SC-FDMA with 3.75 kHz and 15 kHz for sin-
gle-tone transmissions and optional multi-tone transmis-

sions with 15 kHz subcarrier spacing

Only FDD in half-duplex mode (analog to UE cat.0
half-duplex TypeB),

Only mobility in IDLE mode is supported
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feMTC (Rel.14) power
consumption, positioning,

VoLTE and more

Data rate improvements
«Max uplink TBS of 2984 bits (M1)
«Up to 10 DL HARQ processes
+HARQ-ACK bundling in HF-FDD

« Faster frequency retuning (guard
_period of less than 2 symbols) )

\- M2 device can operate as M1

New UE Category

*New UE category (M2) with max
TBS of 4008/6968 bits (UL/DL)
and optionally support of 5 MHz
(wideband) for PDSCH/PUSCH

VoLTE support

«Optimized parameter for VOLTE
like new PUSCH repetition factors,

J
Device positioning

+E-CID support
-OTDOA \ support based on

(QPSK) and adjusted scheduling
delays (HARQ-ACK)
A

signal (PRS)
adapted for LTE-M (e.g. frequency
hopping support, long cycles )

+Mobility in connected mode

«Intra-frequency and inter-
frequency measurements
(RSRP/RSRQ) in CE mode

&

Group messaging/updates

« Adoption of Rel.13 Single Cell
point-to-Multipoint (SC-PTM)
feature

« Supported only in idle on 1.4 or 5

= ATE-1

Internet of Things (loT) Pocket Guide

www.rohde-schwarz-usa.com/internet-of-things



eNB-loT (Rel.14) power
consumption, positioning,

VoLTE and more

Data rate improvements

*New UE category NB2 with max.
UL and max. DL TBS of 2536 bits;

optional support of two HARQs

1000000 devices per km?

+Both anchor and up to 15
non-anchor carriers can be used
for paging and for random access
procedure (PRACH)

New power class

«New power class of 14 dBm
to support coin-cell battery
operation e.g. for wearables with
relaxed MCL of 155 dB

« Connected mode mobility
realized by RRC !

+E-CID support

+OTDOA support based on specific
narrowband positioning reference
signals (NPRS)

*Measurements in idle mode

Group messaging/updates

*Adoption of Rel.13 single cell
int-t ipoint

re-establishment triggered by
radio link failure (RLF)
+AS release assistance indication

SC-PTM)

poi

=

___ENB-loT
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What's next in NB-l1oT/LTE-M
standardization

NB-loT (feNB-loT/NB-loTenh2)

in Rel. 15

I Latency and power consumption reduction:
1 Early data transmission during random
access procedure
1 Wake up signal
I Reduced system acquisition time
I NPRACH reliability and range enhancements
I Small cell support
1 7DD support
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What's next in NB-l1oT/LTE-M
standardization

LTE-M (eFeMTC/eMTC4)
in Rel. 15

I Latency and power consumption reduction:

1 Early data transmission during random
access procedure

1 Wake up signal
I Reduced system acquisition time

I Higher velocity (e.g. 200 km/h)

I Lower UE power class

I Improved spectral efficiency

I Load control improvements (CE)
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5G Networks enable the loT of
the future
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Challenges in a very dynamic
and demanding market
environment

Design complexity
ing by integrating several
the-s i
The hard way fom a design
protoype o a costoptmizes
product

ighly reliable operation

= Propare design, procosses and budget
accordingly

Why test a very low cost loT device?

1 The main value add of the Internet of Things comes
essentially from application software that relies on
real-time sensor data

1 Wirelessly connected devices are just the enabler, but
only valuable when connected — secure, reliable and
24/7
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A typical loT System
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Testing in all phases of life cycle
of loT devices and networks

Typically, most IOT devices will go through six phases of
development. Testing may seem to be very complicated,
time-consuming and costly, especially for players entering
the wireless communications arena for the first time. As
an expert in wireless communications, Rohde & Schwarz
will help you understand the critical testing requirements
for your loT device and can provide you with the proper
test solutions to validate your device from the early R&D
phase all the way through to manufacturing.
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Key Testing Challenges for
Wireless Deployment in
M2M/loT
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Determination of Test
Key factors to consider

@ v i

© oy oivm e

— @) €3 Bluetooth
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Determination of Test

1 Dependent on position in Wireless food chain
I Test requirements vary depending on chipset
I supplier, network operator, module vendor supplier
1 and/or the high volume manufacturing

1 Dependent on stage in product release life cycle
1 Early R&D / Validation
1 Pre- Certification / Conformance
1 High Volume Manufacturing
1 Service & Repair

I Testing typically centered around:
1 RF Parametric Testing (Conformance / Performance)
1 Data Testing (Conformance / Performance /
Throughput)
1 Functional / User Experience Testing
1 System level testing
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Typical test applications in R&D
and Design Validation

~hepe . o - .
- MIMO  FADING Scemarios . - ToralRadiated Power (TRP) Access Technologes - Codocaton of Anenma
1| - Board leve Security i
Bl © Aendcaion 2 Encrypion R&D, Design /
) - System Lovel test Validation
. - AGNSS
J - OTT Aspicaton sing N
a rates - Current drain - Overall system Interaction < Foston accuracy
e r— - Applcation speciicreq = Audio /Video. . "

The R&D and design validation testing phases are
important to ensure that your product is ready, not only
for the Compliance phase, but for volume manufacturing
as well. Poor performing products can be expensive

to recover from in later phases and may also lead to
business failure.
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OTA - What is Over the Air
Testing?

1 OTA stands for Over The Air: radiated tests

1 Goal of OTA testing: to characterize the wireless
performance of devices with the help of clearly defined
test methodologies and performance metrics

I Complements the conducted measurements

1 The CTIA organization test plan is defining the most of
the OTA test requirements (GSM, CDMA, W-CDMA,
LTE, A-GPS, ZigBee?)

CTIA Certification

A [, T e Wirsowmn Awniatior®

Test Plan for Wireless Device Over-
the-Air Performance

Method of Measurement for Radiated RF Power and
Receiver Performance
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Why perform OTA tests?

1 Design of loT devices typically use an off the shelf
module + some type of enclosure + antenna

I Need to characterize the wireless performance of
devices as a final product / testing of just the module is
not enough
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OTA Testing
Three Dimensional Evaluation

IIn order to characterize the DUT for a large variety
of angles of arrival (AoA), radiation characteristics are
captured in a full 3D fashion
1 Elevation
1 Azimuth
1 Polarization

,/—';;\“":g\ ;
{'Zﬂi‘i@\
9%

N
C NN
' Polariziti} ‘

0~ Polarization

N

k

\
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TRP: Total Radiated Power

For every point on this sphere (AZ, EL, Pol) with Ap = A
= 15°, the radiated power (EIRP) as a function of
frequency/channel is measured

264 Points (11x24)
==
TN

AN
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TIS: Total Isotropic Sensitivity

For every point on this sphere (AZ, EL, Pol) with Ap =
A8 = 30°, a base station (BS) signal is generated and
the received signal quality, e.g., BER, BLER, FER, PER,
is measured by the DUT as a function of BS down link
power (EIS)

60Points: 5x12

A
BER/PER
Sensitivi \
~

BS Power,
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Receiver sensitivity
measurements are critical

Receiver sensitivity requirements up to —140 dBm

GPS
LoRa
Sigfox
GSM
enocean
802.11ah
Z-wave
802154 §
802.11ac
Bluetooth
50dBm  -70dBm  -90dBm  -110dBm  -130dBm  -150dBm  -170dBm

TestMode

Vector signal generator
| Attenuator

1} eg.30dB
eg.-127 dBm

1 Especially for all kinds of low power networks, the
receiver sensitivity of devices and gateways is a crucial
parameter

1 High-quality signal generation performance is required
to ensure accurate measurements

I The use of external attenuators is recommend for levels
<-120 dBm

1 Attenuator will lower the signal level and the noise floor
level
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Typical OTA Test Setup

Shield Box

Device Under Test

Test Automation Tool

Base Station Emulator
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Several devices supporting
one or more wireless
technologies operating in the
same spectrum bands

Technology (RG] 915 MHz FCC 24 GHz IsM 5.7 GHz band

BUBLE
ANT/ANT+

802.11ah 802.11ah 802.11blgin 802.11n/ac

ZigBee
Thread
. 6LowPAN

)
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Interference-prone Frequency
Bands

I1SM Band
2400 — 2483.5 MHz

WLAN Channels
Ch 1: 2401 — 2423 MHz

LTE Band 40
2300 — 2400 MHz

TDD Mode Ch 13 : 2461 — 2483 MHz
Ch 14 : 2473 - 2495 MHz

Bluetooth Channels
79 Channels
2402 — 2480 MHz
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Interference-prone Frequency
Bands

LTE Band 7 UL LTE Band 38 LTE Band 7 DL
2500 — 2570 MHz | 2570 — 2620 MHz | 2620 — 2690 MHz

FDD Mode TDD Mode FDD Mode

LTE Band 41
2496 - 2690 MHz
TDD Mode
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Coexistence Testing

Wireless coexistence can be defined as the ability of
multiple heterogeneous wireless systems to share the
same or adjacent frequency spectrum without undue

interaction or interference affecting performance and
transmission or reception of signals and data

In-Device Co-existence

Interference internally from
components / hardware

within the device
ANT# ANT#2 ANT#3
Interference Interference
fromLTE |t ——=L—T=—~ from BTAWiFi
- \— - -
LT % Grs W%
TE B Wiki
Baseh Blseb Busch
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Coexistence Testing

Wireless coexistence can be defined as the ability of

multiple heterogeneous wireless systems to share the
same or adjacent frequency spectrum without undue
interaction or interference affecting performance and
transmission or reception of signals and data

External Co-existence

Interference from external
signal sources
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(In-Device) Coexistence with
Bluetooth, 802.11 and LTE
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LTE/WFI In-Device
Coexistence: Spectrum View

(@1ap cirw
T201]
10
mi[1) 5
20 MAARA
WiFi 802.11n

Channel 13 f
30 }
-0
0 LTE Band 7

0 Uplink 20 MHz
5 2510 MHz
ooy LA ]

- ]
[
CF 2.49 Ghiz 691 pts Span 100.0 MHz

This data shows measurements on a WiFi device which
is operating at 802.11n channel 13, at 2472 MHz. This
device also has an LTE transmitter operating in band

7 at 2510 MHz with a 20 MHz signal bandwidth. The
measured results indicate the sideband is bleeding over
quite close to the WiFi channel 13.
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Analyze EMI problems in

development
100%
90%
80%
2o 802.11n Ch. I3 ! il 802.11n Ch.13

60% +LTE Band 7 = no LTE

Packet Error Rate
g
R

0% F
-80 -70 -72 -74 -76 -78 -80 -82 -84dBm
WiFi TX power
\(m)
"i

LTE
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Typical Test Setup
Co-existence Testing

DL-LTE —

] I‘&b’&h "MW

UL-LTE
—

Base Station Emulator

Shield B
Key Challenges to Address: e e

Test Automation

Simulation of scenarios (increase/
decrease power levels, mobility etc)

Proper shielding

Network emulation/measurement tools
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Power Considerations

Battery internal resistance ©DRX (Idle)
—_— N N N s
—

Comnmglon 4355800 ULH0W 447 Sl

1x é\FoMO years...

DRX (connected) Power Save Mode
| — 3
l -
e e

. (CE
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Power Consumption -
Why Test?

1 How to deliver on the BHows 10w yuars

promise of the
performance numbers ““’”"“’s S “

1-2 days

1 Safety concerns
1 Loss of revenue from
recall
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Embedded Wireless Devices
Key Components and Interfaces

_ ' «
—Power Consumption R SRl T]
Low Specd 110 Pt 2! anolod  Qpetootti el
m e SIGFOX

s

Power Supply
-
Processor I/O

For cost reasons, loT devices often use an embedded
design approach. The various functional cores are
integrated on chip and module level. With the integration
of wireless radios, the complexity of embedded designs
increases significantly. A typical 10T device has different
components. Each of components are drawing current or
power from the battery, understanding how much is key.

Analog Converter
Memory Interface /O
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Typical Test Setup for Power
Consumption Test

BASE STATION EMULATOR

DEVICE UNDER TEST

Key Challenges to Address:

Ability to measure very low and transient
current, voltage and power

LAN for remote control

Simulate real life use cases with wireless
network

Evaluate power consumption of each key
interface for proper management
independently and simultaneously

Synchronize signaling activities with
power measurement

Internet of Things (loT) Pocket Guide
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Topics for loT Security

I What are the potential security concerns?

1 Which kind of devices need to be tested?

I What are the requirements from industry and
Governments?

1 What solutions are being developed to test IP Security?

IP throughput IP traffic analysis

IP connection
security analysis
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Identify and measure
vulnerabilities in the IP
connection

Considerations How to evaluate

+ How is information transported?
* Which “doors” are used?
+  Whatdata is exchanged?
*+ Where are the communication nodes?
+ Passwords and other configuration
information

(8 3

+ Protocol layer: analysis of encrypted vs.
unencrypted traffic; strength of encrypted
channels; certificate details

« Device under test IP port analysis

* Keyword search in the IP stream

+ Endpoint geolocation / domain name;
» avoid ‘man in the middle’/ DDOS hijack
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Connection Security Analysis

IoT Device Geo- Security Jf"\co word loT Server
location il SNt W "search
analysis
ity
Er

Application =

IoT Application b

L Mobile Network €4

e e
- Event nitated comm - Extended Access Barmng
- Server iniiated comm - Power Saving Mode
i . aye
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Manufacturing Test

I Main focus of testing in this phase builds on all the
work done in previous phases (R&D, Validation,
Compliance) verifying parts are put together properly,
calibration of RF elements are done, and end of line final
tests is done before product is shipped to the end user.

I Test is extremely streamlined to the bare minimum with
a strong focus on cost and speed of test.

1 PCB (Board test, RF Calibration, RF Verification) Final
functional testing
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Time = Money

STATISTICAL TESTING

Use of confidence levels
and sampling test

MULTI-MEASUREMENTS

Parallel measurements of RF
parameters across multiple
technologies and bands

Key Things to Note and Questions to Ask:

TECHNIQUES TO
IMPROVE TEST TIME

<—>

2 and 3 require support from the
wireless chipset manufacturer

If using a module approach for your
device, ensure module vendor has the
right interface to use TESTMODE

MULTI DUT TESTING

Parallel testing of multiple
devices for calibration,
verification and final test

NON-SIGNALING TEST

Perennial shift in testing
methodology from signaling to
non-signaling test (TESTMODE)

Ensure test equipment manufacturer has
the right routines/APIs in place to
support the Non-signaling test for the
particular or family of chipset being used

Technical expertise and support
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Typical Manufacturing Phases

Printing and }i, Reflow e Panel
Placement Soldering o Separation

L RCE) BCE) Assembly Final Test Packagi
Board Test Callhranm Venﬁcalmn &
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Typical Test Setup for
Manufacturing

RF Manufacturing Tester

oS

F ? bbb

=y—3

“‘“T bUT DUT
\
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Certification testing of loT
devices and networks

-
1
Research & 1 TR Deployment &Y, Service
o ) Complance: ) Manufacturing > 2 Re
evelopment ! o peration epair
1 4
1
1 c 1
NoG

¥ Calibration 1 Fault Finding
1 Calibration

1 Digial and
analog interface:

debug.
1 RF/Protocol

1 EMI debug 1 Power analysis
1 Security

Products that communicate in the licensed frequency
spectrum must abide by a set of rules that ensure they
operate successfully, while also not interfering with
other devices within its proximity. Even in the unlicensed
spectrum there are rules and industry based governing
bodies that require certifications before a product can
advertise being Bluetooth, WiFi etc. certified. These rules
ensure, not only compatibility between products, but
also connecting the device to your home network won't
disrupt the other devices in your house.
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Wireless device strategy
Two key approaches

Chip on board

| Provides design flexibility |

Ability to control overall cost IF skilled RF,
testing, certification resource available

Very costly Compliance / Certification
process due to longer array of testing

Requires top notch Design and RF /
Certification expertise

Design complexity could lead to VERY
expensive $$$ delays
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Wireless device strategy
Two key approaches

Certified Module

testing required
Reduces design flexibility while adding
form factor constraints

In certain instances adds another layer of
technical support

Less RF, design and testing expertise
required due to reduced complexity
Improves time to market due to reduced
number of certification / compliance
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Certification vs Compliance
vs Conformance

CERTIFICATION

|

COMPLIANCE CONFORMANCE
Regulatory Standards Carriers
Suty Ierece — F— R
P prcre CIA verizon’

;‘ng c € Lg wi{ﬁ;@ GCF A,l,?::,g S Sprint

AT&T

Certification is the act of certifying something via a
recognized third-party such as a government regulatory
agency or industry standard.

Compliance is the act or process of complying to the
rules of a regulatory body. When you are designing and
manufacturing your product, you test that it complies to
the regulations.

Conformance is the act or process of conforming to the
rules developed for an industry standard such as
Bluetooth or LTE. In the wireless space, there are
numerous agencies and network operators who work
across the industry to define wireless standards.
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Different Certification Bodies

1. Regulatory Certifications FCC (USA) I PTCRB (USA)
1 CE (Europe) IIC (Canada) I GCF (Europe) I RCM
(Australia / New Zealand) I E-Mark (Europe) I TRA
(UAE)  iDA (Singapore) I RoHS I NBTC (Thailand) I
SIRIM (Malaysia) I SDPPI (Indonesia) 1 SRRC/CCC/
NAL (China) 1 ICASA (South Africa) I MIC (Vietnam) etc

2. Ruggedized Certifications IP Certifications (Ingress
Protection or International Protection)— IP65, P66,
IP67, MIL-STD-810

3. Carrier Certifications AT&T, Verizon, Vodaphone,
Telstra etc.

4. Specialized certifications Food, Pharma, Medical,
0il & Gas

Internet of Things (loT) Pocket Guide
www.rohde-schwarz-usa.com/internet-of-things 86



Federal Communications
Commission (FCC)

Mandate: regulates interstate and international
communications by radio, television, wire, satellite and
cable in all 50 states, the District of Columbia and U.S.
territories. Its an independent U.S. government agency
overseen by Congress, the commission is the United
States' primary authority for communications law,
regulation and technological innovation.

Objective: “Do no harm”

Rules: Published in the Code of Federal Regulation (CFR)
Part 47 (Telecommunications) www.ecfr.gov

Mandatory Required Certifications:
1 SAR under 47 CFR Part 2, section 2.1093, 1.1310 (For

devices used within 20cm of the human body)
1 FCC Part 15 Subpart C for intentional Radiators
1 FCC Part 15.1b, unintentional radiator requirements
1 FCC Part 22/24/27 for Cellular, PCS, Broadband
transmission Certification

Testing must be done in accredited FCC labs
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Specific Absorption Rate
Testing (SAR)

Specific Absorption Rate (SAR) testing measures the
amount of electromagnetic energy absorbed by biological
tissue when using a wireless device over a period of time.
It allows you to demonstrate that your product complies
with international established RF exposure SAR limits.

Most mobile devices will be used within 20cm of the
body, head, ankle or wrist. At this proximity the user is
exposed to electromagnetic fields (EMF — the wireless
technology — a form of non-ionising radiation). This is
how wireless devices communicate.

SAR testing involves the use of a “phantom” which
simulates the human head. A liquid which is designed to
be the electromagnetic equivalent of human tissue (brain)
is placed in this phantom. The device under test is put
into a “call” at maximum power and a robotic arm then
moves a measurement antenna through the liquids and
makes Electric field measurements.
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FCC Unintentional/Intentional
Radiators

Part 15b — Unintentional Radiator: Unintentional
emissions are the undesired signals from the radio or
other parts of the device including the loT radio receiver,
clock generator, power supplies and digital circuits.

1 For most rule sections, the unintentional emissions must
be measured to the 10th harmonic of the transmitting
signal which requires a relatively high frequency
spectrum analyzer or similar device.

I Testing usually done radiated

4
i

ioal

| MD @O
i1 1L
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FCC Unintentional/Intentional
Radiators

Part 15C — Intentional Radiator: Deals with devices

that are deliberately designed to produce radio waves in

the unlicensed frequency. Radio transmitters of all kinds,

including the garage door opener, cordless telephone,

cellular phone, wireless video sender, wireless

microphone, and many others fall into this category.

3 main radio communication schemes:

1 Digital Modulation: WiFi, Zigbee, Lora

1 Frequency Hopping Modulation: Bluetooth

I Low power Narrow band transmission: Garage Door
openers, Keyless entry for automobiles

Part 22, 24, 27 - Intentional Radiator: Deals with

devices that are deliberately designed to produce radio

waves in the licensed bands (Cellular, PCS, Broadband

transmission Certification). 850MHz, 1900MHz and

700MHz respectively

Leveraging a Module Certification (avoiding Part 22,

24, 27 testing)

1 NO Co-location: Another radio within 20cm that can
transmit at the same time

I Not portable: Portable means used within 20cm of
human body
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PTCRB

PTCRB is a certification organization established in 1997
by leading wireless North American operators to define
test specifications and methods to ensure device
interoperability on global wireless networks.

Required by North American cellular carriers with the
exception of Verizon Wireless

Testing covers Conformance (3GPP / OMA Specs) and
OTA performance

.
W [CTIATs the current administrator el = Bell essin
of the PTCRB Certification - -
process erene [
RoiRoN o : ks

!
@
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Unlicensed - WiFi, Bluetooth,
Zigbee, Lora, Sigfox

Each of these technologies have their own dedicated
certification test needed to be run. They must also all
pass FCC certification.

While standard certification is not compulsory, its
required in order to use the branding and proper
interoperability

WiFi, Bluetooth and Zigbee administered by CTIA in
North America

RF, OTA, Compatibility,

9 B|ugt00th° Protocol Conformance,

Profile Conformance.

PN
=T e
i‘: E RT! F IE D\\ RF, interop, Protocol
v\ Conformance, Profile
\ Conformance.
LEjRa (&33 c\'s\'
Aliance”

RF, Protocol Conformance

Radiated RF, interop,
Protocol Conformance,

sigfox
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CTIA

CTIA represe
industry and
ecosystem.

nts the U.S. wireless communications
the companies throughout the mobile

Manages / administers a number of certification
programs and testplans

https://www.ctia.org/initiatives/certification/certifica-

tion-test-plans

Certification Program Working Groups CTIO
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Examples of Network Operator
Certification

In addition to certification by the standard bodies, each
operator has their own requirements loT devices must
meet to be allowed onto their network

1ATT
1 PTCRB
1 TRP: Total Radiated Power (test limits in dBm,
protected by NDA)
I TIS: Total Isotropic Sensitivity (test limits in dBm,
protected by NDA)
1 AT&T Compatibility Testing
1 Verizon: (ODI process can be found online)
1 No PTCRB
1 TRP and TIS for LTE;
I LTE: Conducted RF testing; antenna ECC; SAR if
tablet, CAT-M1, NB-loT etc
I Conformance testing, field testing
1 Sprint
1 No PTCRB
1 GCF, TRP and TIS (they will test first attempt for
free at their lab)
1 T-Mobile
1 PTCRB, but no TRP or TIS for M2M
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Certification Cost Estimates
(Cellular 2G, 3G, LTE)

Chip on board

| Lowest cost per unit |

Highest Non-reoccurring Engineering
(over $1Milllion)

| Certification can approach $1M or more |
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Certification Cost Estimates
(Cellular 2G, 3G, LTE)

Certified Module

| Cost of module higher than chipset |

| Lower Non- reoccurring engineering |

[ $30K - $100K |
950/ Cost reduction when cellular module is used as
° opposed to chip on board approach
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Common Certification Issues

I Manufacturers focus a lot of effort on product design,
with not a lot of compliance, so the product works, but
fails certification.

1 Failing Operator OTA requirements

I Failing PTCRB requirements

1 Misrepresentation / understanding of new certification
rules

I Lack of Product Certification support (resource and
interfaces)

1 Data testing especially Retry Failback

I Lack of OTA provisioning and firmware support
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How to mitigate certification
failures

1 Design your product to work, but with an eye on\
certification test requirements

I Pretest! Pretest! Pretest!
I Invest in validation and pre-compliance setups
1 Prevent costly design change and delay late in
the development process. Testing should be an
iterative process right from R&D to launch
1 Pay close attention to the Antenna design
I Space is key, make room.
1 Keep away from metal such as PCB, display, cables
enclosure
1 Start EMI testing early in the process
1 Build support interfaces
I Pass through mode to access the module
1 SW update capability and back off periods
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Summary: Key Facts about
Certification

All devices require FCC Certification

1 Even for new devices using a previously FCC approved
module, FCC certification is mandatory

1 Exceptions: If a device is a simple evolved mobile
solution that complies with the module FCC Grant
Notes, typically FCC ID of the module can be leveraged.

The OEM/0DM has to research, discuss with the module
supplier, and know what privileges the FCC granted the
module in its certificate (e.g. limited to a very specific
antenna design/config)

For products to be used outside the country, familiarize
yourself with the regulatory, standards and operator
certification requirements

SAR testing required for portable devices
Beyond FCC testing, Bluetooth, Zigbee, WiFi, Lora all
require their own certification to allow use of brand and

logo, interop and sale.

With a certified module, you drastically reduce the
amount of testing needed for certification.
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Testing in all phases of the
lifecycle of loT devices and
networks

Research and Design and Precompliance Senvie and

devlopment validation and complance repaic

\Digralandanalag 1 RF paramerics 1 Standard compliance 1 Cllation Vinsallaton 1 Faul finding
ntetace debugging 1 Coessence. +Rogulatory compliance 1 Verfeaton 1Monitoring + Calbraion

+Clock anayss +Funcuonaliy. 1 Cartcacoaptance 1 Ga/NoGo 1Opumization Werticauon

+EMI debuggng +Perormance

+Power anahs +Powst analyss

Test and measurement solutions from Rohde & Schwarz
cover all major cellular and non-cellular technologies.
Our comprehensive product portfolio offers the right T& M
solution for your loT device — from the first product idea
through the full device lifecycle.
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Smart debugging of embedded
designs

Troubleshoot your loT device at the system level through
time-correlated analysis of analog components, digital
interfaces, protocol-based buses, power supplies and RF
signals with a digital oscilloscope.
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Single-box wireless
communications tester

Test RF parametric performance of cellular and
noncellular standards such as LTE, Bluetooth® and
Wi-Fi (incl. IEEE 802.11p) as well as cellular protocaols,

including support of 3GPP MTC features like LTE Cat 0,

with one box.
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Wireless test setups for R&D

Test the radio interface of various wireless standards
over the air with a compact test system consisting of a
signal generator, spectrum analyzer and RF shielded box
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Automated functional tests for
the essentials

Measure fundamental RF characteristics of cellular and
non-cellular standards and perform functional tests under
reproducible network conditions especially for integration
of RF modules as well as in service and repair.
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End-to-end application testing

Explore the functionality and performance of your loT
device from the end-to-end perspective by analyzing
data and signaling traffic, quality of service and battery
consumption under realistic network conditions.
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Highly efficient and automated
manufacturing tests

Choose a wireless communications tester optimized

for high-volume manufacturing to perform non-signaling
tests on loT devices that support cellular and non-cellular
standards such as LTE, Wi-Fi, Bluetooth® and ZigBee.
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Conformance testing

Test the EMC conformance of your loT devices operating
in the 2.4 GHz and 5 GHz ISM bands such as Bluetooth®
and Wi-Fi.
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Network installation and
maintenance

Use a handheld spectrum analyzer to maintain and install
networks, assess signal quality and measure electric field
strength to ensure quality of experience (QoE).
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For More Information:

https://www.rohde-schwarz.com/us/solutions/
test-and-measurement/wireless-communication/iot-
m2m/iot-m2m-overview_230314.html

https://www.rohde-schwarz.com/us/solutions/
test-and-measurement/wireless-communication/wire-

less-bg-and-cellular/5g-test-and-measurement/5g-
overview 229437 .html

https://www.rohde-schwarz.com/us/solutions/
test-and-measurement/wireless-communication/
wireless-connectivity/overview/wireless-connectivi-

ty_233828.html
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